EAST Search History 



Ref 
# 


Hits 


Search Query 


DBS 


Default 
Operator 


Plurals 


Time Stamp 


SI, 


2059 


(713/182-184).CCLS. 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:06 


S2 


385 


SI and ((compar$3 or match$3) 
near3 password$l) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:06 


S3 


20 


SI and ((compar$3 or match$3) 
near3 password$l) and (lock$3 with 
(fail$2 or failure)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:12 


S4 


3 


SI and ((compar$3 or match$3) 
near3 password$l) and (lock$3 with 
close$3) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:13 


S5 


0 


SI and ((compar$3 or match$3) 
near3 password$l) and (fail$2 with 
(close or closely)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:13 


S6 


3 


SI and ((compar$3 or match$3) 
near3 password$l) and (fail$2 same 
(close or closely)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:17 


S7 


59 


((compar$3 or match$3) near3 
password$l) and (fail$2 same 
(close or closely)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:17 


S8 


0 


((compar$3 or match$3) near3 
password$l) and ((number nearl 
attempts) with (close or closely)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:17 


S9 


0 


((compar$3 or match$3) near3 
password$l) and ((number near3 
attempts) with (close or closely)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:18 


SIO 


0 


((compar$3 or match$3) near3 
password$l) and ((number nearl 
attempts) same (close or closely)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 08:13 


Sll 


3 


((compar$3 or match$3) near3 
password$l) and ((number near3 
attempts) same (close or closely)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:20 


S12 


0 


SI and ((number near3 attempts) 
same (close or closely)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:20 


S13 


6 


SI and ((number near3 attempts) 
same (degree)) 


US-PGPUB; 

USPAT; 
DERWENT 


OR 


OFF 


2007/12/10 16:23 


S14 


0 


SI and ((number near3 attempts) 
with (degree)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:20 


S15 


2 


("20030149900").PN. 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:26 



1/15/08 1:31:45 PM 

C:\Documenls and Settings\BLanier\My Documents\EAST\Workspaces\10711044.wsp 



Page 1 



EAST Search History 



S16 


2 


("20020067832").PN. 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:27 


S18 


0 


(password$l with (degree near3 
closeness)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:29 


S19 


0 


(password$l same (degree near3 
closeness)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:28 


S20 


1 


(password$l with (closeness)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:29 


S21 


0 


SI and (degree near3 closeness) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:29 


S22 


0 


SI and (degree nearS closeness) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:29 


S23 


0 


SI and (password$l with closeness) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/10 16:29 


S24 


- 5 


SI and (password$l with closely) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 06:14 


S25 


2064 


(713/182-184).CCL5. 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 06:14 


S26 


0 


S25 and (dynamic$4 with (fail$2 
nearl attempt$l)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 06:16 


S27 


8 


S25 and (dynamic$4 with (fail$2)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 06:15 


S28 


6 


password$l and (dynamic$4 with 
(fail$2 nearl attempt$l)) 


US-PGPUB; 
USPAT; 
. DERWENT 


OR 


OFF 


2007/12/11 06:20 


S29 


32 


password$l and (increment$3 with 
(fail$2 nearl attempt$l)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 06:24 


S30 


2 


password! 1 same (increment$3 
with (fail$2 nearl attempt$l)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 06:21 


S31 


6 


password$l and (((variabl$3 or 
dynamic$4) nearS lncrement$3) 
with (fail$2)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 06:30 
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S32 


18 


password$l same (((variabl$3 or 
dynamic$4) nearS increment$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 06:27 


S33 


1 


S25 and (case nearl usage) and 
((missing or extra or transposed) 
nearl characters) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 06:42 


S34 


1 


password$l and (case nearl usage) 
and ((missing or extra or 
transposed) nearl characters) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 06:39 


S35 


523 


S25 and (case nearl usage) or 
((missing or extra or transposed) 
nearl characters) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 06:43 


S36 


9 


S25 and ((case nearl usage) or 
((missing or extra or transposed) 
nearl characters)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 07:26 


S37 


0 


(adjust$3 with (locl^$3 near3 
password$l)) same (close with 
(threshold or match$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 07:35 


S38 


14 


password$l and ((failed nearl 
attempts) with lockout) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 07:36 


S39 


0 


password$l and ((failed nearl 
attempts) same (lockout nearl 
increas$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 07:38 


S44 


12 


password$l and (increas$3 with 
(number nearl attempts)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 07:40 


S45 


48 


password$l and (increas$3 with 
(number near3 attempts)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 07:54 


S46 


61 


password$l and (increas$3 with 
(number nearS attempts)) 


US-PGPUB; 

USPAT; 
DERWENT 


OR 


OFF 


2007/12/11 07:39 


S47 


128 


password$l and (increas$3 with 
(number near3 (entry or entries))) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:05 


S48 


4 


password$l and ((increas$3 with 
(number near3 attempts)) same 
((error nearl amount) or closeness 
or close)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR" 


OFF 


2007/12/11 07:54 


S49 


11 


password$l same (increas$3 with 
(number near3 attempts)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 07:51 


S50 


0 


password$l and ((extend$3 with 
(number near3 attempts)) same 
((error nearl amount) or closeness 
or close)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 07:54 
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S51 


8 


password$l and (extend$3 with 
(number nearS attempts)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 07:54 


S52 


175 


password$l and (increas$3 with 
(number near3 (entry or entries or 
attempts))) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:20 


S53 


0 


password$l and (increas$3 with 
(number near3 (entry or entries or 
attempts))) and (measure near3 
(close or closeness)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:06 


S54 


0 


password$l and (increas$3 with 
(number near3 (entry or entries or 
attempts))) and (degree near3 
(close or closeness)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF . 


2007/12/11 08:07 


S55 


4 


password$l and (increas$3 with 
(number near3 (entry or entries or 
attempts))) and ((entry or entries or 
attempt$l) near3 (close or 
closeness)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:16 


S56 


0 


password$l with ((close or 
closeness) near3 threshold) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:16 


S57 


0 


password$l same ((close or 
closeness) near3 threshold) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:17 


S58 


10 


password$l same (degree near3 
similarity) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:27 


S59 


16 


password$l same (degree near3 
(similarity or collation)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:19 


S60 


0 


password$l and ((increas$3 or 
extend$3) with (number near3 
(entry or entries or attempts)) with 
collation) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF . 


2007/12/11 08:20 


S61 


0 


password$l and (((increas$3 or 
extend$3) with (number near3 
(entry or entries or attempts))) 
same collation) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:21 


S62 


1 


password$l and (((lncreas$3 or 
extend$3) with (number near3 
(entry or entries or attempts))) and 
collation) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:21 


S63 


0 


(password with collation) and 
(lockout with number) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:27 



1/15/08 1:31:45 PM 

C:\Documents and Settings\BLanier\My Documents\EAST\Workspaces\10711044.wsp 



Page 4 



EAST Search History 



S64 


0 


(password$l same collation) and 
(lockout with number) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:27 


S65 


0 


(password$l same collation) and 
(lockout with (number or count$l or 
threshold$l)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:28 


S66 


14 


(password$l same collation) and 
(lock$3 with (number or count$l or 
threshold$l)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:43 


S68 


0 


(password$l and collation) and 
(lock$3 with (number or count$l or 
threshold$l) with (adjust$3 or 
extend$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:44 


S69 


53 


(password$l and collation) and 
((number or count$l or 
threshold$l) with (adjust$3 or 
extend$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:44 


S70 


3 


(password$l) and ((number or 
count$l or threshold$l) with 
(adjust$3 or extend$3) with 
collation) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:47 


S71 


0 


S25 and (percent$3 nearS 
mismatch) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:47 


S72 


8 


S25 and (password$l same 
collation) ° 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:51 


S73 


0 


password$l and ((collation near3 
coincidence) with (lockout or 
lock$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 08:51 

r 


S74 


0 


password$l and ((collation near3 
coincidence) same (lockout or 
lock$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


08:51 


S75 


12 


password$l and ((collation near3 
coincidence) and (lockout or 
lock$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 12:47 


S76 


2064 


(713/182-184).CCLS. 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007112111 12:48 


S77 


1 


S76 and ((collation near3 
coincidence) and (lockout or 
lock$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 12:48 


S78 


3394 


(713/182-186).CCLS. 


US-PGPUB; 

USPAT; 
DERWENT 


OR 


OFF 


2007/12/11 12:48 


S79 


1 


S78 and ((collation near3 
coincidence) and (lockout or 
lock$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 12:51 
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S80 


0 


(failed nearl attempts) same 
((collation near3 coincidence) same 
(lockout or lock$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 12:49 


S81 


0 


(failed) same ((collation near3 
coincidence) same (lockout or 
lock$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 12:50 


S82 


7 


((collation near3 coincidence) same 
(lockout or lock$3)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 12:50 


S83 


0 


S78 and ((collation near3 
coincidence) same (failed nearl 
attempt$l)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 12:51 


S84 


. 0 


S78 and ((collation near3 
coincidence) same (failed near3 
attempt$l)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 12:52 


S85 


0 


((collation near3 coincidence) same 
(failed nearl attempt$l)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 12:51 


S86 


0 


((collation near3 coincidence) same 
(failed near3 attempt$l)) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/11 12:52 


S87 


2 


("7139917").PN. 


US-PGPUB; 

USPAT; 
DERWENT 


OR 


OFF 


2007/12/12 08:27 


S88 


0 


("199039004").PN. 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2007/12/19 13:44 


S89 


0 


"199039004" 


US-PGPUB; 

USPAT; 
DERWENT 


OR 


OFF 


2007/12/19 13:44 


S90 


223 


"39004" 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/19 13:48 


S91 


2 


("6276604").PN. 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2007/12/19 13:48 


S92 


39 


(password$l and collation) and 
(lock$3 with (number or count$l or 
thresliold$l)) 


US-PGPUB; 

USPAT; 
DERWENT 


OR 


OFF 


2007/12/19 18:36 


S93 


1 


(((variabl$2 or dynamic$4) near3 
increment$3) with lockout) and 
(compar$3 near3 password$l) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 09:15 


S94 


1 


(((variabl$2 or dynamic$4) near3 
increment$3) same lockout) and 
(compar$3 near3 password$l) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 08:15 
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S95 


24 


(((variabl$2 or dynamic$4) near3 
increment$3)) and (compar$3 near3 
password$l) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 08:15 


S96 


2084 


(713/182-184).CCLS. 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 09:15 


S97 


19 


S95 and (human nearl error) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 09:35 


S98 


0 


(password nearl entry) with 
(human nearl error) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 09:44 


S99 


1 


(password nearl entry) same 
(human nearl error) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 09:44 


SIO 
0 


45 


(password nearl entry) and (human 
nearl error) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 09:46 


SIO 
1 


1 


(password near3 entry) same 
(human nearl error) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 09:44 


SIO 
2 


3 


(password near3 (entry or enter$3)) 
same (human nearl error) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 09:46 


SIO 
3 


3 


(password near3 (entry or enter$3)) 
same (human near3 error) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 09:46 


SIO 
4 


3 


(password nearl entry) and 
((human nearl error) with 
password$l) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 09:47 


SIO 
5 


4 


(password near3 entry) and 
((human near3 error) with 
password$l) 


US-PGPUB; 

USPAT; 

DERWENT 


OR 


OFF 


2008/01/03 09:47 
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PATENT ABSTRACTS 

[File 347] JAPIO Dec 1 976-2007/Jun(Updated 070926) 
(c) 2007 JPO & JAPIO. All rights reserved. 

[File 350] Derwent WPIX 1963-2007/UD=200780 
(c) 2007 The Thomson Corporation. All rights reserved. 

*File 350: English-language translations of Chinese Utility Model registrations are available starting with update 
200769. 



Set Items Postings Description 

51 444109 2148487 S PASSWORD? ? OR PASSPHRASE? ? OR PASSCODE? ? OR (PASS OR 
SECRET)()(WORD? ? OR CODE? ? OR PHRASE? ? OR NUMBER? ? OR ID) OR 
PERSONAL()INFORMATION()NUMBER? ? OR PIN 

52 2130777 9641100 S ATTEMPT??? OR TRY OR TRIES OR ENTRY OR ENTRIES OR INPUT? 

53 72991 307875 S S2(3N)(NUMBER? ? OR AMOUNT OR TIMES OR HOWQMANY) 

54 2328932 10243506 S LOCKOUT? ? OR LOCK??? OR BLOCK??? OR FREEZ??? 

55 78129 351062 S S3:S4(3N)(ADJUST???? OR MODIFY??? OR MODIFIE? ? OR MODIFICATION OR 
CHANG??? OR ALTER??? OR ALTERATION OR DECREAS??? OR INCREAS??? OR MORE OR LESS OR 
FEWER) 

56 239626 918586 S DYNAMIC? OR 0N(2W)FLY 

57 12581 46336 S S1(3N)(CL0SE? OR SIMILAR? OR LIKE? OR ALIKE OR COINCID? OR 
DISSIMILAR? OR NEAR?) 



S8 


173 


1701 SS5ANDS7 


S9 


0 


0 S S5(7N)S6 AND S7 


SIO 


275 


1774 SS5(7N)S6 


SU 


4 


101 SSIOANDSI 


S12 


1124 


6443 SS5(7N)S1 


S13 


63 


640 SS12ANDS7 


S14 


9 


129 S S13 AND (IC=H04N OR 1C=H04L OR IC=G06F) 


S15 


9 


129 SS14N0TS11 


S16 


26943 


1 64023 S PASSWORD? ? OR PASSPHRASE? ? OR PASSCODE? ? OR (PASS OR 


SECRET)()(WORD? ? OR CODE? ? OR PHRASE? ? OR NUMBER? ? OR ID) OR 


PERSON AL()INFORMATION()N UMBER? ? 


S17 


174 


680 S S16(5N)(S1MILAR? OR DISSIMILAR? OR CLOSE?) 


S18 


67 


631 SS17ANDS3:S4 


S19 


36 


451 SS18 AND(IC=H04NORIC=H04LORIC=G06F) 


S20 


34 


435 SS19N0T(S11 0RS15) 


S21 


27 


3 19 S S20 NOT AD=20040820:20071219/PR 


S22 


795 


16247 S S3 AND 84 AND SI 


S23 


14 


402 SS22ANDS6 


S24 


30 


878 SS22ANDS7 


S25 


42 


1176 SS23:S24N0T(S11 ORS15 0RS2I) 


S26 


17 


74 1 S S25 AND (1C=H04N OR IC=H04L OR IC=G06F) 


S27 


14 


517 SS26NOTAD=20040820:20071219/PR 



15/5/9 (Item 5 from file: 350) Links 
Derwent WPIX 

(c) 2007 The Thomson Corporation. All rights reserved. 
0005134042 

WPI Accno: 1990-122892/199016 

XRPX Acc No: N 1 990-095236 

Technique for providing computer system security - by looking at both prior and present password to see if it 

was presented correctly or not 

Patent Assignee: ANONYMOUS (ANON) 



Patent Family ( 1 patents, 1 countries) 



Patent Number 


Kind 


Date 


Application Number 


Kind 


Date 


Update 


Type 


TP 39004 


A 


19900325 


TP 199039004 


A 


19900320 


199016 


B 



Priority Applications (no., kind, date): TP 199039004 A 19900320 

Patent Details 



Patent Number 


Kind 


Lan 


Pgs 


Draw 


Filing Notes 


TP 39004 


A 


EN 









Alerting Abstract TP A 

A technique is disclosed for securing a computer system using logins from entry by persons not forming part of the 
computer system by eliminating the luxury of eliminating wrong passwords with every access attempt. The present 
technique allows a computer administrator to arbitrarily set penalty standards when access to the system is tried. The 
system looks at both the prior and present password to see if it was presented correctly or incorrectly, and makes an 
arbitrary decision as to whether or not to permit access to the system. For example, if both the prior and present 
password were presentedcorrectly, then the system might effectively flip a coin to grant access or not (50% change 
of entry). If such access was not granted, then a second correct attempt would increase the odds to, for example, a 
100% chance of entry. However, each incorrect password presentation would decrease the odds of gaining entry by 
some arbitrary amount, requiring additional correct entries thereafter to increase the odds of gaining entry. The 
technique could also (1) look at the alphanumeric typed for the password and see how close it is to the correct one 
to determine if it might just be a typing'error and then either decrease the odds only slightly or not at all, and/or (2) 
look at past usage of the computer by the user (just editing, just programming) to see if patterns have changed 
indicating that a hacker might have gained access to alert system personnel 
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Method of authorizing access to item e.g. protected computer resource, involves incrementing lockout count 
depending on how closely presented password matches stored password, and locking out access if count 
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Alerting Abstract US A 1 

NOVELTY - A lockout count is variably incremented if the presented password fails to exactly match the stored 
password, and access to the item is locked out if the lockout count exceeds a predetermined value. The lockout 
count is incremented depending on how closely the presented password matches the stored password. 
DESCRIPTION - An INDEPENDENT CLAIM is also included for recorded medium storing program for 
authorizing access to an item. 

USE - For authorizing access to item e.g. protected computer resource. 

ADVANTAGE - Identifies invalid logon attempts which are likely to be due to human error and weights these with 
lesser magnitude than those logon failures more likely to stem from hostile intrusion, thus minimizing 
inconvenience and inefficiency due to innocent human error without sacrificing security. 
DESCRIPTION OF DRAWINGS - The figure shows a flowchart of steps involved in locking out user 
identifications. 



NPL ABSTRACTS 



Tile 2] INSPEC 1 898-2007/Dec Wl 

c) 2007 Institution of Electrical Engineers. All rights reserved. 
Tile 6] NTIS 1964-2007/Dec W4 

c) 2007 NTIS, Intl Cpyrght All Rights Res. All rights reserved. 

Tile 8] Ei Compendex(R) 1884-2007/Dec Wl 
c) 2007 Elsevier Eng. Info. Inc. All rights reserved. 

Tile 23] CSA Technology Research Database 1963-2007/Nov 
c) 2007 CSA. All rights reserved. 

Tile 34] SciSearch(R) Cited Ref Sci 1990-2007/Dec W4 
c) 2007 The Thomson Corp. All rights reserved. 

Tile 35] Dissertation Abs Online 1861-2007/Aug 
c) 2007 ProQuest Info&Learning. All rights reserved. 

File 65] Inside Conferences 1993-2007/Dec 17 
;c) 2007 BLDSC all rts. reserv. All rights reserved. 

File 95] TEME-Technology & Management 1989-2007/Dec W3 
;c) 2007 FIZ TECHNIK. All rights reserved. 

Tile 99] Wilson Appl. Sci & Tech Abs 1983-2007/Oct 
;c) 2007 The HW Wilson Co. All rights reserved. 

Tile 144] Pascal 1973-2007/Dec W2 

c) 2007 INIST/CNRS. All rights reserved. 

Tile 256] TecInfoSource 82-2007/Apr 

^c) 2007 Info.Sources Inc. All rights reserved. 

File 434] SciSearch(R) Cited Ref Sci 1974-1989/Dec 
c) 2006 The Thomson Corp. All rights reserved. 



;ds 

Set Items Postings Description . 

51 123542 233763 S PASSWORD? ? OR PASSPHRASE? ? OR PASSCODE? ? OR (PASS OR 
SECRET)()(WORD? ? OR CODE? ? OR PHRASE? ? OR NUMBER? ? OR ID) OR 
PERSONALOINFORMATIONQNUMBER? ? OR PIN 

52 2418336 3451979 S ATTEMPT??? OR TRY OR TRIES OR ENTRY OR ENTRIES OR INPUT? 

53 36565 81263 S S2(3N)(NUMBER? ? OR AMOUNT OR TIMES OR HOWQMANY) 

54 1747885 3387129 S LOCKOUT? ? OR LOCK??? OR BLOCK??? OR FREEZ??? 

.S5 69440 166947 S S3:S4(3N)(ADJUST???? OR MODIFY??? OR MODIFIE? ? OR MODIFICATION OR 
CHANG??? OR ALTER??? OR ALTERATION OR DECREAS??? OR INCREAS??? OR MORE OR LESS OR 
FEWER) 

56 4293459 8270000 S DYNAMIC? OR 0N(2W)FLY 

57 1878 4203 S S1(3N)(CL0SE? OR SIMILAR? OR LIKE? OR ALIKE OR COINCID? OR 
DISSIMILAR? OR NEAR?) 

58 2 8 SS5ANDS7 

59 9389 24377 S PASSWORD? ? OR PASSPHRASE? ? OR PASSCODE? ? OR (PASS OR 
SECRET)0(WORD? ? OR CODE? ? OR PHRASE? ? OR NUMBER? ? OR ID) OR 
PERSONALOINFORMATIONQNUMBER? ? 



510 165 361 SS9(3N)(CLOSE? OR SIMILAR? OR LIKE? OR ALIKE OR COmCID? OR 
DISSIMILAR? OR NEAR?) 

511 4 19 SS3:S4ANDS10 

512 3 13 RD (unique items) 

51 3 406 1344 S S5(5N)S6 

514 0 0 SS13ANDS9 

51 5 423 1739 SS3:S4ANDS9 

516 18 147 SS3 ANDS4 ANDSl 

51 7 12 103 RD (unique items) 

518 12 103 SS17NOT(S8 0RS12) 

[no relevant results] 



us Patent and Trademark Office for EIC - Advanced Search (INZZ) 



Page 1 of 2 



Dial g DataStar^ 





options 


logoff 


feedback 


1^ help 



^^^^^ 



Advanced Search: 

Inspec - 1898 to date (INZZ) 



No. 


Database 


Search term 


Info added 
since 


Results 




CP 




[Clipboard] 




0 




1 


INZZ 


(compar$3 OR match$3) NEAR 
password$l AND fail$2 SAME (close 
OR closely) 


unrestricted 


0 




2 


INZZ 


password$l AND increas$3 WITH 
number NEAR (entry OR entries OR 
attempts) 


unrestricted 


0 




3 


INZZ 


password$l AND failed NEAR 
attempts SAME lockout 


unrestricted 


0 




4 


INZZ 


password$l AND failed NEAR 
attempts AND lockout 


unrestricted 


0 




5 


INZZ 


password$l AND collation AND 
lockout 


unrestricted 


0 




6 


INZZ 


password$l AND collation 


unrestricted 


1 


show titles 


7 


INZZ 


password$l AND increment$3 WITH 
fail$2 ADJ nearl ADJ attempt$l 


unrestricted 


0 




8 


INZZ 


password$l AND increment$3 WITH 
fail$2 NEAR attempt$l 


unrestricted 


0 





hide I delete gll search steps... | delete individual search steps.. . 

Enter your search term(s): Search tips □ Thesaurus mapping 

[whole document 



Information added since: [ 
(YYYYMMDD) 



or: 



none 



□ Images 

Click ^ to select terms from the following list(s): 
Publication year 1950- 



http://vvw\^^datastarweb.com/USPTOEIC/20080115 193411 7782b e/WBFORM/9/fDfdl3a4/ 1/15/08 



